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SECRETARY OF STATE[721]
Adopted and Filed

Pursuant to the authority of lowa Code sections 47.1 and 17A.4, the Secretary of State hereby amends
Chapter 22, “Voting Systems,” lowa Administrative Code.

These amendments are necessary to ensure that computers used to tabulate election results are secure
and that county commissioners acknowledge risks associated with connecting election computers to the
county network or to the Internet.

These amendments were published under Notice of Intended Action in the January 21, 2015, lowa
Administrative Bulletin as ARC 1828C. No public comments were received. The adopted amendments
are identical to those published under Notice of Intended Action.

After analysis and review of this rule making, no impact on jobs has been found.

These amendments are intended to implement lowa Code section 52.5.

These amendments will become effective September 9, 2015.

The following amendments are adopted.

ITEM 1. Amend subrule 22.50(1) as follows:

22.50(1) Staff access. The security policy shall describe who shall have access to the voting
equipment, including the computers used in the commissioner’s office to prepare ballots and voting
equipment programs or to compile election results.

ITEM 2.  Amend subrule 22.50(2) as follows:

22.50(2) Computers. For security purposes, computers used in the commissioner’s office to prepare
ballots and voting equipment programs or to compile and-repert election results shewld shall not be used
for any other function and sheuld shall not be linked to any computer network or to the Internet unless
the commissioner has on file in the office of the state commissioner a current Election Computer Risk
Acceptance Form indicating acceptance of this security risk. The Election Computer Risk Acceptance
Form, once submitted, is current until the end of the next even-numbered calendar year.

a. If the election computers are linked to a network or to the Internet, the commissioner shall
use a firewall to filter network traffic. Data transmissions over the Internet shall be encrypted and
password-protected. Information posted to a Web site shall not be considered transmission of data over
the Internet.

b.  Access to the computer(s) used to prepare ballots and voting equipment programs or to compile
election results shall be limited to persons specified by the commissioner in the written security policy.
The level of access granted to each person identified in the policy shall be incladed-in-a-written-security
peliey specified.

(1) Uniqueness. EveryID-and-password The usernames and passwords for each user authorized in
the security policy shall be unique. The creation of generic or shared userdBs usernames is specifically
prohibited. Each user shall have exactly one userHD username and password, except where job
requirements necessitate the creation of multiple HDs usernames to access different business functions.

(2) No change.

(3) Generic userdDs usernames. Staff members with generic userHDs usernames are not allowed
to sign on to voting systems.

(4) No change.

c¢.  No change.
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